Gabriel Bongailas

INFRASTRUCTURE - NETWORKS - CYBERSECURITY
gabriel@bongailas.mt - +356 7968 3934 - Malta

Computer Systems & Networks professional in Malta, working full time as Junior Cybersecurity Officer. Designs, builds
and documents secure networking, Linux and virtualisation environments, supported by practical work in a regulated
security environment.

EXPERIENCE

Junior Cybersecurity Officer, Governance & Planning

MALTA FINANCIAL SERVICES AUTHORITY (MFSA) - 2026 TO PRESENT - MALTA

Conduct vendor and third-party security posture reviews using UpGuard and ImmuniWeb, support cyber-risk assessments
and compliance-driven documentation. Run vulnerability testing with Nessus, Kali Linux and website exposure tools (Mozilla
Observatory, Internet.nl), with Microsoft Defender monitoring and CrowdStrike sandbox analysis.

Tools: ImmuniWeb, Nmap, Darktrace, Nessus, Kali Linux, Microsoft Defender, CrowdStrike

Pre-Graduate Officer, Cybersecurity Governance & Planning

MALTA FINANCIAL SERVICES AUTHORITY (MFSA) - 2025 TO 2026 - MALTA

Supported website vulnerability testing and phishing/IOC investigation, contributing to security assessments, audit activity and
Darktrace monitoring visibility. Ran Linux-based security lab work including rogue access point simulation through pfSense,
alongside Nessus, Kali Linux, Microsoft Defender and CrowdStrike sandbox testing.

Tools: Nmap, Darktrace, pfSense, Linux, Nessus, Kali Linux, Microsoft Defender, CrowdStrike

Junior IT Support Officer

PG PLC. - 2022 TO 2025 - MALTA

Managed Active Directory user lifecycle, Microsoft 365 and Intune provisioning, and configured 4G routers, access points and
switching. Developed PowerShell automation and supported electronics repair and infotainment systems.

Tools: Microsoft 365, Cisco, PowerShell, Linux

Junior IT Assistant

NATIONAL ARCHIVES OF MALTA - 2022 - MALTA

Reimaged laptops and workstations to government-standard builds, managed Active Directory access and secure wireless
provisioning, and introduced open-source tools to improve internal workflows.

Tools: Windows, Microsoft, Linux

EDUCATION

BSc (Hons) Computer Systems & Networks
MCAST - 2023 TO 2026 - MQF LEVEL 6 / HONOURS DEGREE

MQF Level 6 honours degree covering Linux administration, routing and switching, virtualisation, network security, digital
forensics, SDN, cloud and DevOps. Dissertation: a Noise Pollution Monitoring system transmitting sensor data over LoRa to a
Raspberry Pi for collection, storage and signal analysis.

Programme syllabus

Advanced Diploma in IT, Computer Systems & Networks

MCAST - 2021 TO 2023 - MQF LEVEL 4 / ADVANCED DIPLOMA

MQF Level 4 programme covering computer systems, routing, LAN/WAN, virtualisation, network administration, computer
security, scripting and embedded systems, including work-based learning.

Programme syllabus

SKILLS
Infrastructure & networking
Network segmentation, VLAN architecture, firewall boundaries and operational design.

Platforms & virtualisation

Linux, Proxmox, OPNsense, TrueNAS, containers, self-hosted services and backup/recovery.
Security engineering

Exposure review, vulnerability testing, secure design and applied security validation.

Governance-informed design
Translating security controls and risk documentation into operable decisions.


https://mcast.edu.mt/wp-content/plugins/coursesimporter2025/data2025-2026/ICT/IT6-A01-23.pdf
https://mcast.edu.mt/wp-content/plugins/coursesimporter2025/data2025-2026/ICT/IT4-A01-23.pdf

